This paper presents a reconfigurable Body Area Network (BAN) system that can be used to monitor human vital signs and identify abnormalities. The identification of clinically significant patterns in electrocardiogram (ECG) data is the application used to verify the system operation as well as to demonstrate reconfigurability of the system. Data files from the MIT-BIH Arrhythmia database were used for this purpose. As built, the system demonstrates the ability to record raw ECG data and detect and record R-R intervals as well as premature ventricular contractions. Moreover, the overall system was designed to be highly reconfigurable, allowing it to be used for other BAN applications besides pattern recognition in ECG data signals.
INTRODUCTION
In recent years research interest focused on biomedical applications of Body Area Networks has gathered significant momentum. This is due in part to advancements in wireless communication technology, miniaturization and reduction in power consumption of integrated circuits, and also due to an aging and increasing world population. A more mature and larger population places increasing demands on current health care systems. Appropriate application of BANs will provide many opportunities to alleviate this pressure and save lives. Some examples of related and current research include monitoring of ambulatory ECG [1] , blood glucose [2] and pulse oximetry [3] .
The benefits of real time physiological monitoring are poised to be significant. Prior to BAN systems truly becoming mainstream many challenges must be addressed by researchers, such as power consumption of electronic devices, form factor, cost, reliability, interoperability, privacy, security, selection of wireless communication protocol and system flexibility. This paper will continue in Section 2 with a discussion of the challenges in designing reconfigurable BAN systems. Then, taking into account these challenges, a description of the proposed system will be provided in Section 3, followed by conclusions in Section 4.
DESIGN CHALLENGES
The work accomplished by the BAN nodes must be carried out efficiently due to the small amount of energy available. Each of the nodes must be kept small in order to be as comfortable and unobtrusive as possible, facilitating long term use. The BAN system must be affordable and simple to use. Privacy and security are also a significant concern when dealing with health records. Ideally the BAN system will be flexible enough to allow a myriad of sensor modules, applications and communication protocols. These challenges are all addressed in this work, with the main objective focused on designing a reconfigurable BAN system. As a result, four major design challenges have been identified: (1) selection of network architecture; (2) selection of processing hardware; (3) selection of software architecture; and (4) selection of wireless protocol. These issues will be elaborated in the remainder of this section.
Network architecture
As noted by Chen et al. [4] , many different systems with different network architectures, communication protocols, processor selections and applications are being researched. The typical BAN architecture uses a star topology on the body in which multiple motes, also known as slave or sensor nodes, communicate with a master node. The master node forwards data to a health care professional. Many implementation variations exist in this architecture.
Patel [5] carries out advanced processing of the sensor data on the mote and only transmits the important features beyond the mote. This architecture provides power savings by reducing the amount of data that requires wireless transmission. However, in this application the processor on the mote must consume a relatively large number of processing cycles and hence power. In addition, historical data is not available on the master node.
Burns [6] employs a slightly different approach in that the acquired data on the mote is saved to an on-board micro Secure Digital (SD) card. In this application data integrity is maintained during power or communication interruptions but data storage is distributed among the motes, making data fusion challenging.
Auteri [7] keeps the motes as simple as possible while processing the data at the master node. However, the master node is a PC which doesn't allow for mobile event escalation for the end user.
In this work we have selected a network architecture that is a hybrid of those previously discussed. In our system the motes are simple devices responsible for data acquisition and forwarding. They do have data processing capabilities but they are limited when compared with the master node. The master node processes the data and stores the results. This architecture was selected for the following reasons: (1) to limit the relatively high power consumption of advanced processing to a single master node; (2) to centralize the sensor data in order to make data fusion easier and enable real time feedback for the end user; and (3) to keep power consumption of the motes as low as possible.
Hardware
It is well known that a hardware solution will consume less energy than a software solution when completing a processing intensive task. Frigo et al. [8] compare the power demands between a microprocessor and a Field Programmable Gate Array (FPGA) in significant data processing applications and note that the FPGA is clearly the lower energy option.
Authors have researched the application of FPGAs in BAN systems, specifically placed on the mote. There are also studies that place a microcontroller on the mote for advanced processing. It is the opinion of the authors that these hardware options should be applied in a complementary fashion. The extremely low power sleep mode of modern microcontrollers can be exploited on the mote and the efficient, advanced processing capabilities and flexibility of the FPGA can be exploited on the master node.
In this work the master node contains an Altera FPGA configured as the soft core Nios II processor. The FPGA was selected because the master node is designed to be capable of significant data processing. As mentioned previously, an FPGA is more efficient than a microprocessor for processing intensive tasks. In addition the FPGA provides a migration path to an ASIC and the flexibility to move critical software tasks into hardware.
The mote uses a Microchip microcontroller. A microcontroller was selected on the mote to take advantage of the extremely low power sleep capabilities.
Software architecture
Regardless of the processor selected (i.e., microcontroller or soft core processor on an FPGA) there are two ways to implement the system firmware: (1) Through custom driver development; or (2) through the use of an embedded operating system (OS).
Custom driver development requires programming for every peripheral, initialization of the microcontroller and programming for the management of removable storage. This is a good solution provided the system is not intended to be highly reconfigurable. It is also easier to exploit the low power sleep modes of modern microcontrollers without having to concern yourself with the complexities of an operating system. On the other hand using an operating system provides an abstraction layer from the complexities of the processer and peripherals, which enables relatively straight forward reconfiguration of the user software. In addition an OS contains many services that may be useful to BAN systems (e.g., web server).
In our system the motes are designed using custom firmware due to the following: (1) to allow extremely low power sleep modes to be used; (2) because the additional services provided by on OS are not required on the mote; (3) processing of the sensor data on the mote is not intended to be easily reconfigurable, as it is on the master node.
The master node runs the uClinux OS primarily to make the user software relatively easy to reconfigure. In order to reconfigure the user programs a programmer requires knowledge of C and Linux system calls.
Wireless protocol
In order for a wireless technology to be considered for BANs: it must be efficient such that it is capable of long term use (i.e., days, weeks or months) operating on battery power; it must be secure through authentication and encryption; and the data rates must be able to satisfy the applications. The two wireless technologies most used in BANs are Bluetooth and ZigBee. Others include ultrawideband (UWB), GPRS, WiFi, IEEE 802.15.6 and in-body radio frequency communications.
Bluetooth technology was originally adopted by the IEEE 802.15.1 Task Group in 2004. Bluetooth operates in the unlicensed 2.400 to 2.4835 GHz Industrial, Scientific and Medical (ISM) band. The physical layer can be set up to limit power consumption to 1mW providing a useable range of about 10m, or as much as 100mW allowing a range of up to 100m. To avoid interference Bluetooth applies Frequency Hopping Spread Spectrum (FHSS) for data transmission. The typical network configuration is an ad hoc network, called a piconet. In a piconet, a master can connect with up to seven slaves. The most recent technology release is Bluetooth v4.0. Bluetooth v4.0 includes a low energy subset called Bluetooth Low Energy (BLE). BLE reduces power consumption by lowering the duty cycle of transmission while maintaining the wireless data rate. This of course impacts the throughput, but v4.0 is still capable of 200kbps. Network setup time was also addressed in the v4.0 release, going from 6s to 3ms.
ZigBee is a very low power, low data rate technology designed to run devices using battery power for weeks, months or even years. ZigBee is built on top of IEEE 802.15.4. Two PHYs are specified by the standard, 868/915MHz, used in Europe, U.S. and Australia, and 2.450GHz, used ubiquitously. The 2.450GHz PHY is capable of wireless data rate of 250kbps per channel. ZigBee has a useable range of 10-100m. The bandwidth is subdivided into 16 channels with each ZigBee network using a distinct channel. In applications that have many ZigBee networks deployed in the same locale there is a possibility that two or more networks will attempt to use the same channel. Sahandi and Lui [9] have researched ZigBee networks in remote patient monitoring in a general hospital ward. The study concluded that multiple ZigBee networks could be used in the same area provided that appropriate transmission time intervals are used. ZigBee supports 64 bit addressing, allowing for over 65000 devices per network. Security is based on an open trust model, which means that all layers on a device trust each other. If a layer is responsible for generating a packet then that layer is also responsible for securing it. Security between devices in a network is based on the exchange of 128 bit Advanced Encryption Standard (AES) encrypted keys.
We have selected ZigBee because it satisfies the requirements of BANs in that it uses low power, it's secure and it has the required throughput for BAN applications. ZigBee was selected over Bluetooth due to the reduced engineering effort required to configure a network and ZigBee is the lower power solution (with the exception of BLE).
BAN SYSTEM
Based on the selections identified in Section 2 we have designed and built a reconfigurable BAN system. The master node is referred to as the FPGA Server and the slave node is referred to as the ZigBee Mote. A photograph of the system nodes is provided in Figure 1. 
FPGA Server
The FPGA Server is responsible for storage and processing of the sensor data received from the ZigBee Mote(s). This modular node consists of two pieces of hardware: (1) a DE0-Nano Development and Education Board from Terasic Technologies, populated with a Cyclone IV E FPGA and a 50MHz oscillator; and (2) a custom built daughter board. In this design the FPGA requires 4667 logic elements and 74k memory bits. The FPGA communicates with an XBee RF module from Digi International via an RS232 UART. Once the sensor data from the ZigBee Mote(s) is received and processed it is stored to an SD card. The SD card also contains user programs that dictate how the received data will be processed. 
ZigBee Mote
The ZigBee Mote is responsible for data acquisition and wireless transmission of sensor signals. The ZigBee Mote is also modular and consists of: (1) an electrocardiogram (ECG) Analog Front End (AFE); and (2) Digital Transmitter. The ECG AFE contains circuitry for signal conditioning a modified limb lead II (i.e., electrodes on the chest) ECG signal. The Digital Transmitter contains a PIC18LF45K22 microcontroller running at 16MHz, an XBee radio, a -3V DC-DC converter and a pin header for coupling with sensor modules, such as the ECG AFE. In the current configuration the ZigBee Mote can run for over 270 hours on 2 AAA lithium batteries.
Verification and reconfiguration
Once our BAN system prototype was designed and built a test system was required to verify its operation. The purpose of the test system was to allow known data to be injected into the BAN system. The MIT-BIH Arrhythmia database offered by PhysioNet [10] was used as the known data source.
Three different test scenarios were used. In the first scenario the ZigBee Mote acquired ECG data from the test system and transmitted it to the FPGA Server. The FPGA Server received the data and stored it to the SD card. The data on the SD card was and accessed with a personal computer and the sample data was plotted to demonstrate that our BAN system can acquire, transmit and save raw ECG data. A graphical comparison of the MIT-BIH Arrhythmia database file and our acquired data is shown in Figure 2 .
The next test scenario was used to verify the validity of the raw ECG data and to demonstrate reconfigurability of the FPGA Server. In this scenario the user software was reconfigured to detect R-peaks and calculate R-R intervals. Of the 3 different MIT-BIH Arrhythmia database files tested 100% of the R-peaks were successfully identified by the FPGA Server and 85% of R-R intervals calculated were within 3ms of the intervals published in the MIT-BIH Arrhythmia database. In the final test scenario the FPGA Server user software was reconfigured to successfully identify premature ventricular contractions.
CONCLUSIONS
The aspects of this BAN system that are key to enabling reconfigurability are: (1) the network architecture; (2) the embedded OS (3) the FPGA configured as a soft core microcontroller; and (4) the modular hardware on the master and slave nodes.
An architecture containing a modular FPGA-based master node for data storage and data processing, and modular microcontroller-based slave nodes capable of data acquisition and limited data processing is a suitable architecture for a reconfigurable BAN. This architecture facilitates changes to how and where the digital sensor data is processed, how the data is presented to the end user, the type of sensors used to acquire the data, the number of nodes in the network and the type of hardware used to store sensor data.
Centralizing the storage of sensor data on a master node provides benefits in a reconfigurable BAN: data fusion is made possible because all of the sensor data is contained in one location; the overall BAN hardware model is simplified because not all nodes require external storage; the mote firmware is not complicated with drivers for external memory devices; and the motes do not require extra power to operate external memory devices.
An embedded OS abstracts the complexities of the system hardware from the programmer and allows for rapid reconfiguration of the programs that process the BAN sensor data. It also provides access to services unavailable to a system programmed using custom firmware and drivers for peripherals, which enables straight forward changes to system hardware.
The number of bits transmitted is inversely proportional to the battery life. In order to maximize battery life, communication rates between processors and radios should be as high as possible. In the ZigBee standard the wireless data rate is fixed but the communication rate between processor and radio is not. Getting the data to the radio as fast as possible will allow the sleep duty cycle of the radio to be increased, extending battery life.
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